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Business Transformation One Step at a Time

ROUTING 11 vans

THE SUPER-SHORT VERSION! Director, Network Engineering
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IPv6 Routing Protocols
O

A IPv6 is an evolution of IPv4, and this is very clear
in the case of routing protocols

A IPv6 protocol versions map to IPv4 protocols:
T IPv6 static routing € IPv4 static routing
T IPv6 RIPng € IPv4 RIPv2
T IPv6 EIGRP € IPv4 EIGRP
T 1S-IS (multi-protocol by nature)
T IPv6 OSPFv3 € IPv4 OSFPv2
T MP-BGP (multi-protocol by nature)
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IPv6 Static Routing - Basics
(O

A IPv6 static routing is almost identical to IPv4 static
routing

A IPV4 routes look like
i a5 S adl Apyefix brivlidkyhext-K 2 LIE
TamMmnoOmMndmMmn d®nKHN MTHOMCc PmMnnod
ihNE YI&80S amndmndmndnkHn 3
A IPV6 routes look like
i a5 S a il Apéfix iF drRligk-next-hop-link-local-F R R NE
i AOHNNAMYROYYMYHYYKcCn Ankn
1 Link-local target for route required per IPv6 specification
T Implies outgoing interface be specified as well
|

| In practice, using global-scope address works and seems
harmless

4
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IPv6 Static Routing - Example
O

A 1Pv6 static routing using Link-Local (LL) targets
T Configs get convoluted as network, services expand
A Note RouterA has fe80::8 as LL address on two IFs

PBR configuration:

dest = 2001:db8:1:101::/64, protocol = VolP
send via FO/1, next-hop = fe80::1

dest = 2001:db8:1:101::/64, protocol = FTP low-latency, expensive link
send via FO/0, next-hop = fe80::6
FO0/3 = fe80::1
outer

2001:db8:1:101::/64

«!

VolP Server

FTP Server

outer,
[running VolP client, FTP sessions j
high-latency, budget link

m 6 Copyright © Nephoss, Inc 2011
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Dynamic IP Routing Protocols in Brief
O

RIPVv2 for IPv4
RIPng for IPv6
Distinct but similar protocols with RIPng taking advantage of IPv6 features

OSPFv2 for IPv4

OSPFv3 for IPv6

Distinct but similar protocols with OSPFv3 being a cleaner implementation that
takes advantage of IPv6 features

Previously extended to support IPv4, now also extended to support IPv6
Supports Single and Multi Topology operation

Extended to support IPv6
Some changes reflecting IPv6 characteristics

BGP inherently multiprotocol
MP-BGP extensions define IPv6 support for BGP

A For all intents and purposes, the IPv6 IGPs are very similar to their IPv4
counterparts

A IPV6 IGPs also have additional features

5
6 Copyright © Nephoss, Inc 2011

i

Choosing an IPv6 IGP for Deployment
O

A For the most part, the similarity between the IPv6 and
IPv4 routing protocols leads to similar behaviour and
expectations

A To select the IPv6 IGP, most default to choosing the
alYS LDt I',é dza SR FT2NJ Lt |
FIEYAEALFNRGEED

A Then consider:

T Are there features of another IGP that are attractive?
T Are there ways in which the IPv4 IGP is not ideal?

T How big would the operational impact be of choosing
another?

T Are the reasons to switch IGP ¢ or run two ¢ compelling?

6
ms 6 Copyright © Nephoss, Inc 2011
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6

Business Transformation One Step at a Time

IPvé TRANSITION:

THE SUPER-SHORT VERSION!

Introduction to IPv6 Transition Mechanisms @

A Size of IPv4 deployment requires that IPv6
AYGSaNIXdAzy Aa yz2ad | OO0
solution
i¢KS OGSYLEZNINE GARSIHT €

achievable in the near term, so we need tools
T The speed at which IPv6 adoption will occur both
inside the network, and in the Internet, will vary

A IPv6 transition mechanisms bridge the gap
between IPv4 resource exhaustion and
widespread IPv6 deployment

m 6 cccccccc © Nephoss, Inc 2011
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IPv6 Transition Options
(O

There are many individual options for transition, but all tools fall into one
of three categories

& &

& é

Dual Stack Tunneling Translation

m 6 Copyright © Nephos6, Inc 2011

IPv6 Encapsulation (aka Tunneling) o

A Two forms of encapsulation:

T Manual: Tunnel must be administratively
configured on both end

T Automatic: Administratively provisioned but most
end users need to do little to achieve IPv6 access

A Anumber of optionscl KSNB A& y2
IPv6 tunneling mechanism

A Encapsulation leverages legacy infrastructure and
FIFEOATAGIGSAa aAatl yRac¢

m 6 cccccccc © Nephoss, Inc 2011
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IPv6 Tunneling Options
(O

This is not exhaustive, but covers the most commonly used and supported
tunneling methods

Manual Tunneling

Encapsulates IPv6 datagram in IPv4 packet using Protocol 41 marker. Tunnel
endpoints are manually configured with pre-shared endpoint information.

Intra-Site Automatic Tunnel Addressing Protocol (ISATAP) is used primarily to
ISATAP allow isolated dual stack nodes to use the IPv4 network as an NMBA data link
layer. Requires ISATAP server/router and minimal client configuration.

6in4

6to4 uses a system of gateways and relays to allow isolated IPv6 networks (or
6to4d hosts) to create a /48 IPv6 network prefix and communicate with other 6to4
users and IPv6-only clients on the Internet.

Complex mechanism that uses a system of servers and relays to provision
Teredo isolated dual stacked hosts with IPv6 connectivity. Greatest benefitis its

ability to work behind (and through) a NAT.

IPv6 /IPv4 Translation
&

A 1Pv4 and IPv6 do not interoperate and none of
the other methods address this issue

A Situations where an IPv6-only node needs to
access an IPv4-only node?

T Node is IPv6-only node and wants to do just about
anything on the Internet

T Migrating environments with isolated IPv4-only
systems that are EOL and not being upgraded

A Choices for translation are limited:
T NAT-PT (deprecated) w/ ALGs
T NAT64/DNS64

nephosé
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IPv6/1Pv4 Translation ¢ NAT64/DNS64 o

A NAT64/DNS64 prevailing translation solution

A Usable by both enterprise and service provider
alike
A Only solves the IPv6-only to IPv4-only problem

IPv4-only g

IPv4-only
Web Server

Business Transformation One Step at a Time

IPve SECURITY
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Introduction to Security Concepts A

A No silver bullet for IT security
T No single piece of technology provides holistic
security
i IPv6 is no different ¢ A 0 R2Sa y20 ay
a SOdzNE €
A Instead, old guidelines such as
Gt NAYOALX S 2F [ S| ad

and
G55FSyasS Ay 5SLIIKE
and maybe “Deperi meter

X INB adgAatt 1Se&@ (2 RN

IPv6: Layer3

A{GAtE aedade |
T Benefit: minimal impact to other
freSNRZ aFf SEAOA

T Drawback: primarily solves Layer3

problems Session
T Similar attacks: fragmentation, MAC

resolution attacks, configuration Transport

attacks

Bad user behavior

Malware infected files/emails/sites
Click-jacking/privacy violations Physical
All other non-Layer 3 security issues

AaSlyiy3a Lt @c OF y] Network j |
,
,
,
,

nephosé
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What does this mean?
(O

A Even sticking to Layer3, much work remains:
T Continue to grow / expand / extend the security
aspects of IPv4 deployments
A Many of those things must be done for / in IPv6 as well.
T We have spent the last ~decade (or two) attempting
to get ~everything networked
A And many (most) of those things are IPv4-only, ideally would
become IPv6-enabledcd a SOdzNEB f é €
A Possibly the biggest challenge for everyone:
2POSNDO2YS GKS o0FR LI NI a ;
AYO2NLIR2NY OAYy3 |ff 2F (K
developed for IP.

nephosé

Current Topics in IPv6 Security ¢ Overview oS

A Attacks on IPv6 are increasing with increased
deployment, but still remains relatively low (and
largely out of the tech news)

A Immature code issues easiest to track ¢ publicly
reported and openly discussed

A Providers seeing first IPv6 DDoS activity in 2011

A Enterprise activity probably less, and less openly
discussed

A Some issues related to IPv6 protocol standards,
operator practices, still to early to see effect on
security and privacy

nephosé
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Immature Code

A 56 matches, IPv6, last 3 years

Search Results (Refine Search

There are 56 matching recerds. Displaying matches 1 through 20.
123=2=
CVE-2012-1583

[Summary: Double free vulnerability in the xfrmé_tunnel_rev function in net/ipv6/xfrmé_tunnel.c in the Linux kernel before
[2.6.22, when the xfrmé_tunnel module is enabled, allows remote attackers to cause a denial of service (panic) via crafted
1Pvs packets.

Published: 06/15/2012

CVSS Severity: 5.0 (MEDIUM)

CVE-2011-2188

ISummary: The (1) IPv4 and (2) IPv6 implementations in the Linux kernel before 3.1 use a modified MD4 algorithm to
lgenerate sequence numbers and Fragment Identification values, which makes it easisr for remote attackers to cause a
[denial of service (disrupted networking) or hijack network sessions by predicting these values and sending crafted packets.
lPublished: 05/24/2012

ICVSS Severity: 7.8 (HIGH)

CVE-2011-2699

[Summary: The IPv6 implementation in the Linux kernel before 3.1 does not generate Fragment Identification values
lseparately for each destination, which makes it easier for remote attackers to cause a denial of service (disrupted
Inetwerking) by predicting these values and sending crafted packets.

Published: 05/24/2012

CVSS Severity: 7.8 (HIGH)

CVE-2011-4326

[Summary: The udp6_ufo_fragment function in net/ipv6/udp.c in the Linux kernel before 2.6.39, when a certain UDP
[Fragmentation Offload (UFD) configuration is enabled, allows remote attackers to cause a denial of service (system crash)
by sending fragmented IPv6 UDP packets to a bridge device.

lPublished: 05/17/2012

(CVSS Severity: 7.1 (HIGH)

é

Immature Code

A Example, crafted-packet DoS potential, Linux

National Cyber-Alert System
5

ulnerability Summary for CVE-201
Original release date: 06/16/2012
Last revised: 06/18/2012
Source: US-CERT/NIST

Overview
Double free vulnerability in the xfrm6_tunnel_rcv function in net/ipv6/xfrm6_tunnel.c in the Linux kernel before 2.6.22, when
the xfrm6_tunnel module is enabled, allows remote attackers to cause a denial of service (panic) via crafted 1Pv6 packets.
Impact

CWSS Severity (version
CVSS v2 Base Score: (MEDIUM) (AV:N/AC:L/Au:N/C:N/I:N/A:P) (legend)

Impact Subscore: 2.3

Exploitabi Subscore: 10.0

CVSS Version 2 Metrics:
Access Vector: Network exploitable
Access Complexity: Low

Authentication: Not required to exploit

Impact Type: Allows disruption of serviceUnknown

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they
may have information that would be of interest to you. No inferences should be drawn on account of other sites being
referenced, or not, from this page. There may be other web sites that are more appropriate for your purpese. NIST does not
necessarily endorse the views expressed, or concur with the facts presented on these sites. Further, NIST does not endorse
any commercial products that may be mentioned on these sites. Please address comments about this page to nvd@nist.gov.

External Source : CONFIRM
Name: https://github.com/torvalds/linux/commit/d0772b70faaf8e3f2013b6c4273d94d5eac8047a

é
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Immature Code

&S

M |3 GitHub, Inc. [US]| https;//github.com/torvalds/linux/commit/d0772b70faaf8e9i2013b6c427

A Fix i m p | e m e nted snts- On... af Death and Finances:.. [ The Bedder Way Co.... == DCWG | DNS Chang... 2 draft-ietf-mpls-Id

A Notice the small githubd
change made to
close this
vulnerability

torvalds / linux
Code Network Pull Requests

Files Commits Branches 1

[IPV6]: Fix slab corruption running ipésic

A EXpeCt IPV6 tO be From: Eric Sesterhenn <snakebyte@gmx.de>

signed-off-by: Andrew Morton <akpm@linux-foundation.org>

susce ptlble to these signed-off-by: David S. Miller <davem@davemloft.net>
kinds of problems i
whilethe codebase T T

matures

20m net/ipv6/xfrm6_tunnel.c

_address_t *)&iph->saddr);

spi rmé_tunnel_spi
return xfrm (
+ return xfrme
'
nephosé :
Copyright © Nephoss, Inc 2011

Current Security Topics: Arbor ¢ Provider View

&S

A IPv6 security concerns
A Feature parity, limited visibility, highest concern

IPv6 Security Concerns

B Inadecuate | Ped/1PYS featurs parity
[ Visitility | cannot s=e the data toeday
Misconfiguration
Traffic loods/DD03
W Stack implementation flaws
% Bofnets
Hostzzanring

Subscribers using |PVG to bypass application rate limiting

Survey Respondents

Figure 64 Source: Arbor Networks, Inc.

22
ms 6 Copyright © Nephoss, Inc 2011
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Current Security Topics: Arbor ¢ Provided View o

A Focus on DDoS prevention
A First reports of IPv6 DDoS in the wild

Current and Planned IPvé DDoS Attack Mitigation Tools

TO% W Aecess controllists (ACL)

systems (| DMS)
iggersd blackhole (D RTBH)
=red Hackhole (3/RTEH)

20% |
10% | | | | Experienced IPvé DDoS Attacks
o . |

Figure 65 Scurce: Arbor Netwarks, Inc.

Survey Respondents

Figure 21 Source: Arbor Netwoarks, lnc.

m 6 Copyright © Nephos6, Inc 2011

Current Security Topics: Law Enforcement oS

At NAYI NBE O2yOSNYy Aa a¢K
date ¢ providers need fewer assignments so no
GUSSUKE F2NJ NBIAAUNKRSa

A May slow down traceback-to-person time

A Too soon to tell if fears will be realized or if
overblown

CMNET * Mews ® Security & Privacy

FBI, DEA warn IPv6 could shield
criminals from police

The FBI, DEA, and Royal Canadian Mounted Police say IPv6 may
erode their ability to trace Internet addresses -- and warn new laws
may be necessary if industry doesn't do more.

24
m 6 Copyright © Nephoss, Inc 2011
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Header Vulnerabilities - Overview @

A Header was simplified (versus IPv4) to reduce the
common-case processing cost of packet handling
and to limit the bandwidth cost of the header

A More efficient forwarding, looser limits on option
lengths, and greater flexibility for new (future)
options

A Major types of attacks
1 Covert channel

T Fragmentation ¢ DoS, or to evade detection

1 DoS

Header Vulnerabilities
(O

A Some IPv4 vulnerabilities still persist in IPv6
A New vulnerabilities due to the specification changes

' Extension Header = Data
der
* -

,,,,,,,,,,,,,,,,,

Extension Header Extension Header X = Data
¥ T
77777777 - e

7777777777

2011©Nephosb, Inc.
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Routing Header Type O ¢ deprecated in 2007

A still available in some implementations

Next Header Extension Length & | Routing Type=0 & Segments Left

Reserved

Address [1]

Address [2]

[~ Address [n]

Copyright © Nephoss, Inc 2011

nephosé

Routing Header Type O ¢ deprecated in 2007

A Used to:
I Hide data
T Redirect DoS attacks
T Amplification attacks

[(sre: 2001.7a:784::1 [sre: 2001:7a:78d::1 src: 2001:7a:78d::1 src: 2001:7a:78d::1 src: 2001:7a:78d::1

[Last: 2001.7a:78d::11 dst: dst. dst. dst: 2001:7a:78d::51 |
m s o]® w s o5 mle]o]e m e o] wm]s oo
Teserved :I Toser Teserved Teserved Teserved
oy | | 299 addif1] 20017278011 ‘ 2ddr1] 20017278011 2ar[1] 2001.72:78:11 ‘addr1] 20017378011
Hes | [Cadart: addf2 addf adarf. addr2
addrf addlf3 addf addrf add;
2ddr{4] 2001.72:780:51 addif4] 2001-72:78d::51 addr{4] 2001727851 2ddr{4] 2001.72:780:51 ‘adar(]
O @ O—o @
A A
2001:7a:78d::1 2001:7a:780::11 2001.:7a:78d::51
W packet source @ specified router o non-specified router Q) packet final destination

Source: http://www.secdev.org/conf/IPvé RH_security-csw07.pdf

Copyright © Nephoss, Inc 2011
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Covert Channel Vulnerability ¢ Hiding Places

A Many new places to hide

Base header fields

T Type fields in extension header

Fabricating unknown option types
Padding

padN:| 1 length bytes of 0 ...

length bytes

nephosé

&S

Covert Channel Vulnerability ¢ Hiding Places

A Hidden in the base header

False traffic class
False flow

Increasing the value of the payload length and
appending extra data at the end of the packet

Changing the next header content to insert an
entire extension header

Manipulation the hop limit value
Forging the source address field

nephosé

&S
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Fragmentation ¢ Description oS

A Pushing L4 out of 1st fragment

L4 data in second fragment

A Use an ACL to block these types of packets
“Undetermined transpol

Fragmentation ¢ Description oS

A Sending large numbers of small fragments
without a terminating last fragment
oo orgnalPacket

2011©Nephosb, Inc.



Fragmentation ¢ Mitigation o

A Mandating the size of packet fragments

A Enforcing limits so that the first fragment is large
enough to contain all the necessary header
information

A Drop non-final fragments smaller than 640 octets

nephosé

Corrupted Header- Description
O

A Not new to IPv6
A Can be used to create DoS
A Can be used to create covert channel

2011©Nephosb, Inc.
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IPv6-specific Attack Toolkits
O

A The Hackers Choicec & ¢ L/t D¢ ¢
T Lots of tools to choose from, example:

T Alive6 local/remote unicast & local multicast

AThree types of packets, including unknown header and
unknown hop-by-hop option

© usage

alive6 [-dImrS] [-W TIME] [ FILE] [-o FILE] [-s NUMBER] Interface [unicast-or-multicast-address [remote-router]]

nephosé

IPv6-specific Attack Toolkits
(O

A Fernando Gont(SI6 Networks)-d Lt @c ¢ 2 2
T Also lots of tools to choose from, example:

T RAG6 - flood RAs on local link
ANote that some platforms ¢ above and beyond the

-

GSELISOGSRE  YdadtQIR 16IF2AGEIRNI FiN

usage: =scane -1 IMTERFACE [-= 5 ADDRLCALEMI] [-r] [-5 LIMWK_SRC_ADDR | —R3

[—# PROBE_TYPE] [-F ADDRESS_TYPE] [-=] [-x RETRAMS] [-o TIMEOUT] C-11

[—] [-h]

Al a2 GALID

2011©Nephosb, Inc.
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Well-known Tools that are IPv6-capable o

Vulnerability Summary | Host Summary
Completed: Sep 24, 2012 11:18

‘ Filters No Filters @ Add Filter

Plugin ID

33850 | 2007204

A ¢Syl Bdss& @ awell-known Vulnerability
Analysis suite ¢ fairly recently it has begun
supporting scanning of/via IPv6

37
ms 6 Copyright © Nephos6, Inc 2011

Well-known Tools that are IPv6-capable a
@metasploit”
& Overview 25 Analysis [T] Sessions %} Campaigns -~ A W I_ LJA R T Q é
Home  WolWRackAudit  Hosts  2607:fac- Y. . .
MetaSploit is a
Host 2607:fers: N Penetration TeStmg
Discove! ry Time 2012-09-24 15:51:04 UTC tOOI th at a ISO

Operating System ~ {} Linux (Ubuntu}

adzLJLJ2 NI a L

Ethernet Address = B29C:1B.02:80:44

oJEdt [[] Delete @ Scan (3 Nexpose i WebScan 4% Bruteforce

Status Scanne d
Commen! its Update Comments.

No comments

[ Services I Vulnerabilities I Notes ] Credentials I Tags l

Active Services

Name Port Service Informal
ssh 22/tcp SSH-2.0-Openss
smtp 25/tcp 220 ubuntu ESMT

38
ms 6 Copyright © Nephoss, Inc 2011
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Security Tools
(O

At K2dzaKia X

i{2YS RSONER GKS&S {(eLXSa
than scriptkiddie 22 f 8¢ 2NJ | & K|
valid/useful function aside from breaking stuff

T However, it could easily be argued that these tools
allow you to detect and report (and thus work
towards mitigating) problems in your network

T Regardless of your opinion, you should know that
these types of tools are implementing IPv6
capabilities and

nephosé

Security - Mitigations
(O

Aa! ye6KSNB &2dz I NB FAtd
aK2dzA R faz2z aFAtOGSNI Lt
ways
it 002dzy iAy3 FT2NJ GKS ayS
T And be less strenuous in filtering ICMP

Ad! ye s KSNB &2dz I NB FAL D
0f201 wln LI O1Su0act

Aal ,§2 dzNJ SYGSI\VL]_JI\AIJ\,éS 02
FALUSNI I O LJ- O1 St aé¢

A Probably good to block tunnels ¢ unless needed

nephosé
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Business Transformation One Step at a Time

THANK YOU i

Director, Network Engineering
trejrco@nephos6.com
@trejrco +trejrco
Oohtact@nephos6.com
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Business Transformation One Step at a Time

BACKUP SLIDES
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Business Transformation One Step at a Time

APPROACHES FOR IPv6 e
E NAB I_I N G YO U R Director, Network Engineering

trejrco@nephos6.com

@trej trej
INTERNET EDGE - e
Internet Edge IPv6 Enablement Options o

A Native IPv6 All the Way

A 6-to-4 Server Load Balancer
A 6-to-4 Translation

A Third Party Implementation

¢ The approach depends on the assessment outcome
‘ Top of mid: User Experience, Operations

ms 6 CCCCCCCCC © Nephost, ,Inc 2011
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Alnternet (Access Provider)

Alnternet Edge Routers (BGP)

Internet Edge Routers

ASecurity Perimeter (FW,IPS, etc) Security Perimeter

Infra Services

Alnfra Services (ADC/SLB, etc)

Service Delivery Resources
AService Delivery (Servers, etc)

ms 6 Copyright © Nephos6, Inc 2011

Notional Setup for Internet Edge
&S

Native IPv6 All the Way

A Alllinks are enabled for
dual-stack

A All layers are fully supporting
IPv6 and are dual-stack Internet Edge Routers

A Internet facing services and
applications are IPv6 ready
and enabled Infra Services

Security Perimeter

A Instrumentation and
management is dual-stack

Service Delivery Resources

@: This is the preferred approach for IPv6 enablement

ms 6 ccccccccc © Nephoss ,Inc 2011
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6-to-4 Server Load Balancer

A SLB or ADC can provide IPv6
access to IPv4 resources

A 1tis often an easy way to

Internet Edge Routers

implement

A Itis a solution for managing Security Perimeter
legacy

A 1Pv6 source visibility with fnffa Services
XFF insertion Service Delivery Resources

@: Quick, scalable fix preferred to stateful translation

ms 6 Copyright © Nephos6, Inc 2011

6-to-4 Translation

A Stateful NAT64

A Compensating for product or
service IPv6 shortcomings

. . Internet Edge Routers
A It can be inserted in between

various layers depending Security Perimeter
what problem has to be
fixed Infra Services

A Pair with DNS64 Service Delivery Resources

@: An option but remember scale, performance, ops

ms 6 CCCCCCCCC © Nephost, ,Inc 2011
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Third Party Implementation (Outsourced Proxy) o

A Nothing changes for you

A Third party handles the
translation

A Quick but short term
solution unless you
completely change your
content delivery strategy

Internet Edge Routers

Security Perimeter

Infra Services

Service Delivery Resources

@: Performance/scale concerns but better than NAT64

nephosé

Side by side comparison

&S

PRO

CON

Dual-Stack all the
way

Optimal approach with full control on
delivery, performance, ops

All elements must fully support
IPV6

6-to-4 SLB/ADC

-Easy, scalable solution with good
performance and scalability

-Provides time to DC enablement
-Provides time to App enablement

-All elements North of SLB/ADC
must fully support IPv6
-SLB/ADC must support IPv6 for
applications/protocols

6-to-4 Translation

-Provides workarounds to
product/service constraints
-Maintains 1Pv4 setup/ops
-Provides time to dual-stack enab

-Performance and scalability
-Operations (source IPv6)
-Not all app/protocols supported

Third Party

-No changes to existing environment or
operations
-Quick enablement

-User experience not under your
control
-Service provider integration

nephosé
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