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ROUTING 
THE SUPER-SHORT VERSION! 
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IPv6 Routing Protocols 

ÅIPv6 is an evolution of IPv4, and this is very clear 
in the case of routing protocols 

ÅIPv6 protocol versions map to IPv4 protocols: 

ïIPv6 static routing ė IPv4 static routing  

ïIPv6 RIPng ė IPv4 RIPv2 

ïIPv6 EIGRP ė IPv4 EIGRP 

ïIS-IS (multi-protocol by nature) 

ïIPv6 OSPFv3 ė IPv4 OSFPv2 

ïMP-BGP (multi-protocol by nature) 
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IPv6 Static Routing - Basics 

ÅIPv6 static routing is almost identical to IPv4 static 
routing 

ÅIPv4 routes look like 
ïά5Ŝǎǘƛƴŀǘƛƻƴ-prefix  on-link-next-ƘƻǇέ 
ïάмлΦмлΦмлΦлκнп мтнΦмсΦмллΦмέ 
ïhǊΣ ƳŀȅōŜ άмлΦмлΦмлΦлκнп Ǝлκл мтнΦмсΦмллΦмέ 

ÅIPv6 routes look like 
ïά5Ŝǎǘƛƴŀǘƛƻƴ-prefix  IF on-link-next-hop-link-local-ŀŘŘǊέ 
ïάнллмΥŘōуΥмΥнΥΥκсп  Ǝлκл  ŦŜулΥΥмέ 
ïLink-local target for route required per IPv6 specification 
ïImplies outgoing interface be specified as well 
ïIn practice, using global-scope address works and seems 

harmless 
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IPv6 Static Routing - Example 

ÅIPv6 static routing using Link-Local (LL) targets 

ïConfigs get convoluted as network, services expand 

ÅNote RouterA has fe80::8 as LL address on two IFs 
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RouterC

RouterB

RouterA

running VoIP client, FTP sessions

F0/1 = fe80::8

F0/0 = fe80::8

F0/0 = fe80::6

F0/3 = fe80::1 2001:db8:1:101::/64 

FTP Server

low-latency, expensive link

high-latency, budget link

VoIP Server

PBR configuration:

dest = 2001:db8:1:101::/64, protocol = VoIP
send via F0/1, next-hop = fe80::1

dest = 2001:db8:1:101::/64, protocol = FTP
send via F0/0, next-hop = fe80::6
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Dynamic IP Routing Protocols in Brief 

   

RIP 
RIPv2 for IPv4 

RIPng for IPv6 

Distinct but similar protocols with RIPng taking advantage of IPv6 features 

OSPF 

OSPFv2 for IPv4 

OSPFv3 for IPv6 

Distinct but similar protocols with OSPFv3 being a cleaner implementation that 

takes advantage of IPv6 features 

IS-IS 
Previously extended to support IPv4, now also extended to support IPv6 

Supports Single and Multi Topology operation 

EIGRP 
Extended to support IPv6 

Some changes reflecting IPv6 characteristics 

BGP 
BGP inherently multiprotocol 

MP-BGP extensions define IPv6 support for BGP 

ÁFor all intents and purposes, the IPv6 IGPs are very similar to their IPv4 
counterparts 

ÁIPv6 IGPs also have additional features 
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Choosing an IPv6 IGP for Deployment 

ÅFor the most part, the similarity between the IPv6 and 
IPv4 routing protocols leads to similar behaviour and 
expectations 

ÅTo select the IPv6 IGP, most default to choosing the 
ǎŀƳŜ LDt ŀǎ ǳǎŜŘ ŦƻǊ LtǾп ŎǳǊǊŜƴǘƭȅ όάƻǇŜǊŀǘƛƻƴŀƭ 
ŦŀƳƛƭƛŀǊƛǘȅέύ 

ÅThen consider: 
ïAre there features of another IGP that are attractive? 

ïAre there ways in which the IPv4 IGP is not ideal? 

ïHow big would the operational impact be of choosing 
another? 

ïAre the reasons to switch IGP ς or run two ς compelling? 
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IPV6 TRANSITION: 
THE SUPER-SHORT VERSION! 
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Introduction to IPv6 Transition Mechanisms 

ÅSize of IPv4 deployment requires that IPv6 
ƛƴǘŜƎǊŀǘƛƻƴ ƛǎ ƴƻǘ ŀŎŎƻƳǇƭƛǎƘŜŘ Ǿƛŀ ŀ άŦƻǊƪƭƛŦǘέ 
solution 

ï¢ƘŜ ǘŜƳǇƻǊŀǊȅ άƛŘŜŀƭέ ǎƻƭǳǘƛƻƴ ƛǎ ƴƻǘ ǊŜŀƭƛǎǘƛŎŀƭƭȅ 
achievable in the near term, so we need tools 

ïThe speed at which IPv6 adoption will occur both 
inside the network, and in the Internet, will vary 

ÅIPv6 transition mechanisms bridge the gap 
between IPv4 resource exhaustion and 
widespread IPv6 deployment 
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IPv6 Transition Options 

Tunneling 

  

IP
v6

-in
IP

v4

v4

v6

v4

v6

IPv4-only

There are many individual options for transition, but all tools fall into one 
of three categories 

IP
v6 IPv6/IPv4

IP
v4

v4
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v6

Dual Stack Translation 

IPv4-only

IPv6-only

IP
v6

IP
v4

NAT64
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IPv6 Encapsulation (aka Tunneling) 

ÅTwo forms of encapsulation: 

ïManual: Tunnel must be administratively 
configured on both end 

ïAutomatic: Administratively provisioned but most 
end users need to do little to achieve IPv6 access 

ÅA number of options ς ǘƘŜǊŜ ƛǎ ƴƻ ǎƛƴƎƭŜ άōŜǎǘέ 
IPv6 tunneling mechanism 

ÅEncapsulation leverages legacy infrastructure and 
ŦŀŎƛƭƛǘŀǘŜǎ άƛǎƭŀƴŘǎέ ƻŦ LtǾс 
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IPv6 Tunneling Options 

Manual Tunneling Description 

6in4 
Encapsulates IPv6 datagram in IPv4 packet using Protocol 41 marker.   Tunnel 
endpoints are manually configured with pre-shared endpoint information. 

Automatic Tunneling Description 

ISATAP 
Intra-Site Automatic Tunnel Addressing Protocol (ISATAP)  is used primarily to 
allow isolated dual stack nodes to use the IPv4 network as an NMBA data link 
layer.  Requires ISATAP server/router and minimal client configuration.   

6to4 
6to4 uses a system of gateways and relays to allow isolated IPv6 networks (or 
hosts) to create a /48 IPv6 network prefix and communicate with other 6to4 
users and IPv6-only clients on the Internet.   

Teredo 
Complex mechanism that uses a system of servers and relays to provision 
isolated dual stacked hosts with IPv6 connectivity.  Greatest benefit is its 
ability to work behind (and through) a NAT.   

This is not exhaustive, but covers the most commonly used and supported 
tunneling methods 
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IPv6 /IPv4 Translation   

ÅIPv4 and IPv6 do not interoperate and none of 
the other methods address this issue 

ÅSituations where an IPv6-only node needs to 
access an IPv4-only node? 

ïNode is IPv6-only node and wants to do just about 
anything on the Internet 

ïMigrating environments with isolated IPv4-only 
systems that are EOL and not being upgraded 

ÅChoices for translation are limited: 

ïNAT-PT (deprecated) w/ ALGs 

ïNAT64/DNS64 
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IPv6/IPv4 Translation ς NAT64/DNS64 

ÅNAT64/DNS64 prevailing translation solution 

ÅUsable by both enterprise and service provider 
alike 

ÅOnly solves the IPv6-only to IPv4-only problem 

IPv4-only

IPv6-only

IPv4-only
Web Server

NAT64

DNS64

IPv6-only
Client

Copyright © Nephos6, Inc 2011 

IPV6 SECURITY 

14 
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Introduction to Security Concepts 

Å No silver bullet for IT security 

ïNo single piece of technology provides holistic 
security 

ïIPv6 is no different ς ƛǘ ŘƻŜǎ ƴƻǘ άƳŀƪŜ ȅƻǳ 
ǎŜŎǳǊŜέ 

ÅInstead, old guidelines such as  
άtǊƛƴŎƛǇƭŜ ƻŦ [Ŝŀǎǘ tǊƛǾƛƭŜƎŜέ  

and  

ά5ŜŦŜƴǎŜ ƛƴ 5ŜǇǘƘέ  

and maybe “Deperimeterization” … ? 

    Χ ŀǊŜ ǎǘƛƭƭ ƪŜȅ ǘƻ ŘǊƛǾƛƴƎ άǎŜŎǳǊŜ ŘŜǇƭƻȅƳŜƴǘǎέ 
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IPv6: Layer3 

Å{ǘƛƭƭ άƧǳǎǘέ ŀ [ŀȅŜǊо ǇǊƻǘƻŎƻƭ 
ïBenefit: minimal impact to other 
ƭŀȅŜǊǎΣ άŦƭŜȄƛōƛƭƛǘȅέ 
ïDrawback: primarily solves Layer3 

problems 
ïSimilar attacks: fragmentation, MAC 

resolution attacks, configuration 
attacks 

ÅaŜŀƴƛƴƎ LtǾс ŎŀƴΩǘ ƳƛǘƛƎŀǘŜΥ  
ïBad user behavior 
ïMalware infected files/emails/sites 
ïClick-jacking/privacy violations 
ïAll other non-Layer 3 security issues 

16 
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What does this mean? 

ÅEven sticking to Layer3, much work remains: 
ïContinue to grow / expand / extend the security 

aspects of IPv4 deployments  
ÅMany of those things must be done for / in IPv6 as well. 

ïWe have spent the last ~decade (or two) attempting 
to get ~everything networked 
ÅAnd many (most) of those things are IPv4-only, ideally would 

become IPv6-enabled ς άǎŜŎǳǊŜƭȅέ 

ÅPossibly the biggest challenge for everyone: 
ƻǾŜǊŎƻƳŜ ǘƘŜ ōŀŘ ǇŀǊǘǎ ƻŦ άLtǾп ¢ƘƛƴƪƛƴƎέ ǿƘƛƭŜ 
ƛƴŎƻǊǇƻǊŀǘƛƴƎ ŀƭƭ ƻŦ ǘƘŜ άDƻƻŘ ¢ƘƛƴƎǎέ ǿŜ ƘŀǾŜ 
developed for IP. 
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Current Topics in IPv6 Security ς Overview  

ÅAttacks on IPv6 are increasing with increased 
deployment, but still remains relatively low (and 
largely out of the tech news) 

ÅImmature code issues easiest to track ς publicly 
reported and openly discussed 

ÅProviders seeing first IPv6 DDoS activity in 2011 

ÅEnterprise activity probably less, and less openly 
discussed 

ÅSome issues related to IPv6 protocol standards, 
operator practices, still to early to see effect on 
security and privacy 

18 
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Immature Code 

Å56 matches, IPv6, last 3 years  

19 
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Immature Code 

ÅExample, crafted-packet DoS potential, Linux 

20 
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Immature Code 

ÅFix implemented 

ÅNotice the small 
change made to 
close this 
vulnerability 

ÅExpect IPv6 to be 
susceptible to these 
kinds of problems 
while the code base 
matures 
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Current Security Topics: Arbor ς Provider View 

ÅIPv6 security concerns 

ÅFeature parity, limited visibility, highest concern 

22 
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Current Security Topics: Arbor ς Provided View 

ÅFocus on DDoS prevention 

ÅFirst reports of IPv6 DDoS in the wild 

23 
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Current Security Topics: Law Enforcement 

ÅtǊƛƳŀǊȅ ŎƻƴŎŜǊƴ ƛǎ άǿƘƻƛǎέ ǿƛƭƭ ƴƻǘ ōŜ ƪŜǇǘ ǳǇ ǘƻ 
date ς providers need fewer assignments so no 
άǘŜŜǘƘέ ŦƻǊ ǊŜƎƛǎǘǊƛŜǎ ǘƻ ŜƴŦƻǊŎŜ ǇƻƭƛŎȅ ŎƻƳǇƭƛŀƴŎŜ 

ÅMay slow down traceback-to-person time 

ÅToo soon to tell if fears will be realized or if 
overblown 

 

24 
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Header Vulnerabilities - Overview 

ÅHeader was simplified (versus IPv4) to reduce the 
common-case processing cost of packet handling 
and to limit the bandwidth cost of the header 

ÅMore efficient forwarding, looser limits on option 
lengths, and greater flexibility for new (future) 
options  

ÅMajor types of attacks 

ïCovert channel 

ïFragmentation ς DoS, or to evade detection 

ïDoS 
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Header Vulnerabilities 

ÅSome IPv4 vulnerabilities still persist in IPv6 

ÅNew vulnerabilities due to the specification changes 
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Routing Header Type 0 ς deprecated in 2007 

ÅStill available in some implementations 
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Routing Header Type 0 ς deprecated in 2007 

ÅUsed to: 

ïHide data 

ïRedirect DoS attacks 

ïAmplification attacks 

ïRecon network 

28 

Source:  http://www.secdev.org/conf/IPv6_RH_security-csw07.pdf 

http://www.secdev.org/conf/IPv6_RH_security-csw07.pdf
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Covert Channel Vulnerability ς Hiding Places 

ÅMany new places to hide 

ïBase header fields 

ïType fields in extension header 

ïFabricating unknown option types 

ïPadding 

29 
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Covert Channel Vulnerability ς Hiding Places 

ÅHidden in the base header 

ïFalse traffic class 

ïFalse flow 

ïIncreasing the value of the payload length and 
appending extra data at the end of the packet 

ïChanging the next header content to insert an 
entire extension header 

ïManipulation the hop limit value 

ïForging the source address field 

30 



2011©Nephos6, Inc.  16 

Copyright © Nephos6, Inc 2011 

Fragmentation ς Description 

ÅPushing L4 out of 1st fragment  

31 

ÅUse an ACL to block these types of packets 
“Undetermined transport” 
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Fragmentation ς Description 

ÅSending large numbers of small fragments 
without a terminating last fragment 

 

32 
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Fragmentation ς Mitigation 

ÅMandating the size of packet fragments 

ÅEnforcing limits so that the first fragment is large 
enough to contain all the necessary header 
information 

ÅDrop non-final fragments smaller than 640 octets 
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Corrupted Header- Description 

ÅNot new to IPv6 

ÅCan be used to create DoS 

ÅCan be used to create covert channel 
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IPv6-specific Attack Toolkits   

ÅThe Hackers Choice ς ά¢I/-LtǾсέ 

ïLots of tools to choose from, example: 

ïAlive6  local/remote unicast & local multicast 

ÅThree types of packets, including unknown header and 
unknown hop-by-hop option 
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IPv6-specific Attack Toolkits   

ÅFernando Gont(SI6 Networks) - άLtǾс ¢ƻƻƭƪƛǘέ 

ïAlso lots of tools to choose from, example: 

ïRA6 - flood RAs on local link 

ÅNote that some platforms ς above and beyond the 
άŜȄǇŜŎǘŜŘέ ƳƛǎŎƻƴŦƛƎǳǊŀǘƛƻƴ ς actually roll-ƻǾŜǊ ŦǊƻƳ ǘƘƛǎ Χ 

 

 

 

Å!ƭǎƻΣ άƛǇǾсƳƻƴέ ŦƻǊ ǘǊŀŎƪƛƴƎ ƭƻŎŀƭ ŀŎǘƛǾŜ ƴƻŘŜǎ 
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Well-known Tools that are IPv6-capable 

Å ¢ŜƴŀōƭŜΩǎ Nessus is a well-known Vulnerability 
Analysis suite ς fairly recently it has begun 
supporting scanning of/via IPv6 

37 
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Well-known Tools that are IPv6-capable 

ÅwŀǇƛŘтΩǎ 
MetaSploit is a 
Penetration Testing 
tool that also 
ǎǳǇǇƻǊǘǎ LtǾс Χ 

38 
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Security Tools 

Å¢ƘƻǳƎƘǘǎ Χ 

ï{ƻƳŜ ŘŜŎǊȅ ǘƘŜǎŜ ǘȅǇŜǎ ƻŦ ǘƻƻƭǎ ŀǎ άƴƻǘƘƛƴƎ ƳƻǊŜ 
than script kiddie ǘƻƻƭǎέ ƻǊ ŀǎ ƘŀǾƛƴƎ ƴƻ 
valid/useful function aside from breaking stuff 

ïHowever, it could easily be argued that these tools 
allow you to detect and report (and thus work 
towards mitigating) problems in your network 

ïRegardless of your opinion, you should know that 
these types of tools are implementing IPv6 
capabilities and  

39 
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Security - Mitigations 

Åά!ƴȅǿƘŜǊŜ ȅƻǳ ŀǊŜ ŦƛƭǘŜǊƛƴƎ LtǾп ǇŀŎƪŜǘǎέ ȅƻǳ 
ǎƘƻǳƭŘ ŀƭǎƻ άŦƛƭǘŜǊ LtǾс ǇŀŎƪŜǘǎέΣ ƛƴ Ƴƻǎǘƭȅ ǎƛƳƛƭŀǊ 
ways 

ïŀŎŎƻǳƴǘƛƴƎ ŦƻǊ ǘƘŜ άƴŜǿ ŦƻǊ LtǾс ŀǎǇŜŎǘǎέ 

ïAnd be less strenuous in filtering ICMP 

Åά!ƴȅǿƘŜǊŜ ȅƻǳ ŀǊŜ ŦƛƭǘŜǊƛƴƎ LtǾс ȅƻǳ ǿŀƴǘ ǘƻ 
ōƭƻŎƪ wIл ǇŀŎƪŜǘǎέ 

Åά!ǘ ȅƻǳǊ ŜƴǘŜǊǇǊƛǎŜ ōƻǳƴŘŀǊƛŜǎ ȅƻǳ Ƴŀȅ ǿŀƴǘ ǘƻ 
ŦƛƭǘŜǊ IōI ǇŀŎƪŜǘǎέ 

ÅProbably good to block tunnels ς unless needed 

40 



2011©Nephos6, Inc.  21 

Copyright © Nephos6, Inc 2011 

THANK YOU 
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BACKUP SLIDES 
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APPROACHES FOR IPV6  
ENABLING YOUR  
INTERNET EDGE 

TJ Evans 
Director, Network Engineering 
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Internet Edge IPv6 Enablement Options 

ÅNative IPv6 All the Way 

Å6-to-4 Server Load Balancer 

Å6-to-4 Translation 

ÅThird Party Implementation 

 

 

 

  The approach depends on the assessment outcome 

  Top of mid: User Experience, Operations 
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Notional Setup for Internet Edge 

Internet Edge Routers 

Security Perimeter 

Infra Services 

Service Delivery Resources 

Internet ÅInternet (Access Provider) 

 

ÅInternet Edge Routers (BGP) 

 

ÅSecurity Perimeter (FW,IPS, etc) 

 

ÅInfra Services (ADC/SLB, etc) 

 

ÅService Delivery (Servers, etc) 
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Native IPv6 All the Way 

ÅAll links are enabled for 
dual-stack 

ÅAll layers are fully supporting 
IPv6 and are dual-stack 

ÅInternet facing services and 
applications are IPv6 ready 
and enabled 

ÅInstrumentation and 
management is dual-stack 

Internet Edge Routers 

Infra Services 

Service Delivery Resources 

Security Perimeter 

Internet 

This is the preferred approach for IPv6 enablement 
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6-to-4 Server Load Balancer 

ÅSLB or ADC can provide IPv6 
access to IPv4 resources 

ÅIt is often an easy way to 
implement 

ÅIt is a solution for managing 
legacy 

ÅIPv6 source visibility with 
XFF insertion 

Internet Edge Routers 

Infra Services 

Service Delivery Resources 

Security Perimeter 

Internet 

Quick, scalable fix preferred to stateful translation 

Copyright © Nephos6, Inc 2011 

6-to-4 Translation 

ÅStateful NAT64 

ÅCompensating for product or 
service IPv6 shortcomings  

ÅIt can be inserted in between 
various layers depending 
what problem has to be 
fixed 

ÅPair with DNS64  

Internet Edge Routers 

Infra Services 

Service Delivery Resources 

Security Perimeter 

Internet 

An option but remember scale, performance, ops 
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Third Party Implementation (Outsourced Proxy) 

ÅNothing changes for you 

ÅThird party handles the 
translation 

ÅQuick but short term 
solution unless you 
completely change your 
content delivery strategy 

Internet Edge Routers 

Infra Services 

Service Delivery Resources 

Security Perimeter 

Internet 

Performance/scale concerns but better than NAT64 
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Side by side comparison 

PRO CON 

Dual-Stack all the 

way 

Optimal approach with full control on 

delivery, performance, ops 

All elements must fully support 

IPv6 

6-to-4 SLB/ADC -Easy, scalable solution with good 

performance and scalability 

-Provides time to DC enablement 

-Provides time to App enablement 

-All elements North of SLB/ADC 

must fully support IPv6 

-SLB/ADC must support IPv6 for 

applications/protocols 

6-to-4 Translation -Provides workarounds to 

product/service constraints 

-Maintains IPv4 setup/ops 

-Provides time to dual-stack enab 

-Performance and scalability 

-Operations  (source IPv6) 

-Not all app/protocols supported 

Third Party -No changes to existing environment or 

operations 

-Quick enablement 

-User experience not under your 

control 

-Service provider integration 


